Example X: User Authorization of a Web Page using {BillNET}

{BillNET} provides a flexible way of controlling access to assets on the web site. This example shows how to control access to a whole web page based on the user identity. In addition to access control at the page level, render layer components often provide user access control for their services as well (see {example}). In designing a web page, page level access is usually most appropriate when the entire page is guarded against unauthorized access, while the render layer should provide protection of individual data elements and tables.

Version and Applicability

· Version 1.0.0. Code was developed and tested for {BillNET} Version 0.5.1

Note: This example describes access control using the standalone test and prototype environment. It does not cover the production environment (for the obvious reason that the production environment is still TBD at the time of writing).

Assumptions and Programmer’s Notes

· There is a problem with the PHP include statement syntax which causes the program to fail depending exactly where the program is located on disk. The work around patch is to change the include statement in the db_interaction routine (in file db_connect.php) to an absolute path name.

Description

This example includes three creation distinct steps, which can be performed in any order:

1. Add appropriate entries to the authorization database.

2. Develop new web page with authorization.

3. Link page to the user login test pages.

A short use example is follows the creation steps.

This example shows a static page authorization scheme: the authorization database has a resource tag that “guards” the page. Individual users are linked to the authorization tag. Finally, the access characteristic is view access. Since this is the lowest level of permitted access, the type of access is not particularly important. <revise this!>

Step by Step Instructions

Add an Authorization Tag to the Authorization Database

In this step, insert an authorization tag into the database and link one (or more users to it). This is the tag that will be used to control access to the web page.

First, log in to the authorization system under a user id with authorization to change the authorization database (in this example the root user is used). The default privileged user name and password are contained in the file db.dat in the code directory.

The prototype log in page is ui_login_page.php (for an Apache server running locally the URL is: http://localhost/code/page/ui_login_page.php). The illustration below shows the login screen ready to submit the user name and password:
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With a successful login, you will automatically be taken to the prototype front page “ui_front_page.php” (for a local Apache server the URL is: http://localhost/code/page/ui_front_page.php?SDMuser=root&SDMpass=xxxx). Click the “Manage Auths” button. (Note that later in the exercise, you will add an additional button here to test the example web page.)
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On the authorization page, create three items: two actors and one object, plus a connection between one actor and the object them.

First, add the three items:

· Create a new object: 

· Enter name: “SDM_Announce”.

· Enter description: “Announcement Page”. (optional)

· Click on the Add button.

(The illustration below shows the authorization screen with the object entry filled in, just prior to entry using the add button.)

· Create the first actor:

· Enter actor: “JKS”

· Enter description: “Staff member”. (optional)

· Click on the Add button.

· Create the second actor:

· Enter actor: “ABS”

· Enter description: “Student”. (optional)

· Click on the Add button.
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Create a connection between the first actor and the object, allowing JKS to view SDM_Announce. In the panel at the bottom of the screen, use the three pulldowns to set the following:

· Actor: “JKS”.

· Action: “View”.

· Object: “SDM_Announce”.

· Click on the Add button.

After this step, an additional row should be visible on the bottom page as follows:

	Staff member (JKS)
	View (view)
	Announcement Page (SMD_Announce)
	NO EXPIRATION
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Note that ABS should not have a connection to the object at this time.

Create Web Page with Authorization

Create a web page which checks the authorization. For simplicity, this page does nothing but output the user’s name and a message indicating if the user is authorized to view page.

This example contains both HTML tags and PHP code. To view the results of executing the PHP code, the example needs to be in a location accessible to a PHP enabled web server (see {reference}). The code can be checked step by step as it is entered.

Initially, create a skeleton file with enough HTML to satisfy the browser under the name “example_authorized_access.php”. At this point, you have a viewable web page, although nothing very interesting is happening. Verify that the page works and can be viewed.
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Access the {BillNET} roles.php library to perform role based access control. This library automatically detects the current user identity and provides methods for checking the permissions assigned to the user. (The parent class in the auth.php library includes methods for specifying the user id if necessary.) Create an instance of the role_interaction class (in this example as the auth_sys variable) and confirm the current user by calling the current_user method. Note that there may or may not be a current user set at this point.
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Add an access check to determine if the current user has the “view” privilege for the “SDM_Announce” entry. Notice that performing this check simply returns a Boolean true/false return. The programmer uses this information to guide the execution of the program. In this case, the “access permitted” branch could be enhanced to hold code to view the announcements. The “access forbidden” branch might simply contain a warning message or give the user information about how to gain access to the SDM announce information (for example, by requesting access authorization from the web site administrator).
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Add a Link to the New Web Page

In the standalone prototyping and development system, users are identified by cookies rather than by a central authorization system. For simplicity this example uses the existing SDM prototype login page to set a user id. After a user logs in through the login page, they are automatically sent to a front page which links to additional prototype pages. By adding a button to this page, you can exercise the example authorization page shown above.

Open the file ui_front_page.php for editing.
 The page has a PHP code segment that creates a form with two buttons to direct the user to view and change the authorization pages. Add an additional button to allow the user to access the example authorization page (see code example below). Note that the button is added by creating a second form and not by adding a third button to the existing form. The target page is set in the form’s action field when the form is created and cannot be reliably switched between pages from inside the form. Save the edited file to disk and test the added code (as described below).
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Exercise the Authorization page

After the changing adding the button, test the page. Starting from the prototype log in page ui_login_page.php
, log in using the JKS id and no password. The front page should now contain the new button linking to the authorization page:
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Click on the Authorization Example button. You should see a result similar to:
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Return to the login page and log in using the user id ABS and no password. Once again, try the Authorization Example button. This time the results should look like:
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Complete Program

Web Page with Authorization

The complete example is shown above.

ui_front_page.php

Note that code comments have been removed for brevity:
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<HEAD></HEAD>


<BODY>


<H1>Access Controlled Page</H1>


<?php


include_once("code/logic/roles.php");


$auth_sys = new role_interaction();





echo("Current user = ");


echo($auth_sys->current_user());


echo("<BR>");





if($auth_sys->has_role("view", "SDM_Announce") ) {


  echo("Access to SDM_Announce is permitted.");


  echo("<BR>");


} else {


  echo("Access to SDM_Announce is forbidden.");


  echo("<BR>");


}


?>


</BODY>





<HEAD></HEAD>


<BODY>


<H1>Access Controlled Page</H1>


<?php


?>


</BODY>





<HEAD></HEAD>


<BODY>


<H1>Access Controlled Page</H1>


<?php


include_once("code/logic/roles.php");


$auth_sys = new role_interaction();





echo("Current user = ");


echo($auth_sys->current_user());


echo("<BR>");


?>


</BODY>





echo "<input type='button' value='Manage Auths' onclick='javascript:action.value=\"manageAuths\";form.submit();'>";


echo "</form>";





// start AUTHORIZED ACCESS EXAMPLE


echo "<form action='http://localhost/example_authorized_accesss.php' method='get'>";


echo "<input type='button' value='Authorization Example' onclick='javascript:form.submit();'>";


echo "</form>";


// end AUTHORIZED ACCESS EXAMPLE





?>








</body>


</html>





<?php


$SDMuser = $HTTP_GET_VARS['SDMuser'];


if (!setcookie("SDMuser", $SDMuser, 0, "/")) {


	echo "WARNING: FAILED TO SET USER COOKIE";


}





?>


<html>


<head></head>


<body>





<h2>SDM Intranet Front Page</h2>


<hr>


<?php





include_once("../render/ui_render.php");


$me = new ui_render();





echo "<h3>Welcome, $SDMuser</h3>";


echo "<form action='ui_auth_page.php' method='get'>";


$me->_insert_size_check(320);


echo "<input type='hidden' name='action' value=''>";


echo "<input type='button' value='Show Auths' onclick='javascript:action.value=\"showAllAuths\";form.submit();'><p>";


echo "<input type='button' value='Manage Auths' onclick='javascript:action.value=\"manageAuths\";form.submit();'>";


echo "</form>";





// start AUTHORIZED ACCESS EXAMPLE


echo "<form action='http://localhost/example_authorized_access.php' method='get'>";


echo "<input type='button' value='Authorization Example' onclick='javascript:form.submit();'>";


echo "</form>";


// end  AUTHORIZED ACCESS EXAMPLE





?>


</body>


</html>








� For the Apache web server installed to the default locations, db.dat is located in: C:\Program Files\Apache Group\Apache2\htdocs\code\db \db.dat.


� You can reuse existing entries if appropriate ones already exist.


� For the Apache web server installed to the default locations, ui_front_page.php is located in: C:\Program Files\Apache Group\Apache2\htdocs\code\db\ui_front_page.php.


� For an Apache server running locally the URL is: � HYPERLINK "http://localhost/code/page/ui_login_page.php" ��http://localhost/code/page/ui_login_page.php�
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